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Abstract

This paper proposes the IP Multicast-enabled Drop
Groups (I-DG) protocol as a solution to the problem of ef-
ficiently and securely disseminating information to a large
number of subscribers in the Internet. The I-DG protocol
uses an appropriate |P multicasting protocol as the base
and addresses the problems introduced by large scale data
dissemination. |-DG provides dynamic subscription to mul-
ticast data, efficient secure subscription in 1P multicasting,
and proposes a solution to content organization in broad-
casts.

Keywords: Content distribution, security, multicast, In-
ternet delivery, smulation

1. Introduction

A popular information delivery mechanism jgush-
based data dissemination. A push-based system delivers the
data to consumers without an explicit request from the con-
sumer. This is particularly important for the case where the
information is dynamic and the clients would like to be ap-
prised of the most recent values. Instead of querying the in-
formation provider continuously, the provider “pushes” the
information to the client. Furthermore, if a network channel

is shared by the clients (such as a wireless network where

the clients listen to the same frequency), then the informa-
tion provider can simply send all the data items to the net-

nta Clara, California, USA

the multicasting technology for the Internet provides the
equivalent of a common frequency of a wireless network.

The DG protocol that we developed for data broadcast-
ing [7], works efficiently in environments where clients
share a channel. It provides a subscription-based solution
for accessing data disseminated byiaformation server.

One promising area of DG’s application is the Internet.

In the Internet, a specific push-based information dis-
semination paradigm currently in vogue is IP multicasting.
IP multicasting aggregates the clients (i.e., hosts) that are in-
terested in the same data into a group, then assigns a unique
multicast IP address for that group. The server sends the in-
formation to that address and clients listen to the address to
download it. The variability in delivery time under IP mul-
ticast is usually low and is dependent on the network. Low
variability makes multicast especially desirable for time-
critical data such as financial information. P multicast-
ing has mainly served the broadcasting of video and audio,
video conferencing, dissemination of financial information
such as stock quotes and reports, news feeds, software up-
dates and database replication. For example, Yahoo's prod-
uct financevision (see http://financevision.yahoo.com) uses
streaming webcast to provide users with live financial infor-
mation. Another example is isyndicate.com that multicasts
news and reports to 170,000 web sites.

A closer look at multicasting applications reveals that
this field is far from mature, especially in the subscription
based secure access area. In existing multicasting appli-
cations, information providers allocate a number of “chan-

work in the form of a broadcast message [13]. This broad- nels” for data items, and the clients subscribe to these chan-
cast is nothing but a collection of data items. All the clients Nels. Usually, the client is interested in just a subset of the

listen to the same broadcast and download the data itemgSontent served in a channel. Yet, it has to pay for the entire
that they are interested in. Once a broadcast is over thechannel. One solution is to decrease the content included

provider prepares a new one (possibly with updated values)n each channel, bgt this yviII increase t_he number of chan-
and sends it. nels, and may require a client to subscribe to multiple chan-

Push-based data broadcasting has been studied exterl€ls. One extreme is to allocate an individual channel for
sively in the context of wireless networks [13, 7]). We ar- each data item. However, this may complicate client access,

gue, however, that data broadcasting techniques can alsosince a client may have t.o listen to multiple_channels simul-
benefit data dissemination over the Internet. In particular, [AN€0USly. A better solution would be to limit the number of |
channels, and allow clients access on a per item basis. This

*This research is partially supported by an IBM Faculty Research GrantSCheme ne_ceSSitateS_a Securi_ty layer to a”‘_JW a client ac-
of Santa Clara University. cess to the items that it subscribed, and nothing more. Such




a solution is provided by the Drop Groups (DG) approach determinewhat to broadcast? and (b) how do clients effi-
proposed in the data broadcasting context. ciently retrieve data from a broadcast? A number of papers

In this paper, we show that the DG protocol is applica- have appeared on this subject, including [13, 8, 9, 1]. We
ble in the IP multicasting framework, and develop the IP assume a basic broadcast structure that is in agreement with
Multicast-enabled DG (I-DG) protocol. In particular, we some of this earlier work.
establish that the I-DG protocol can be implemented on top
of an existing IP multicasting protocol as long as that pro-
tocol fulfills the requirements of the I-DG method. We also
show the preliminary results of our simulations.

The rest of the paper is organized as follows: first, we
review the literature in Section 2, then we outline the DG
protocol in Section 3. In Section 4, we develop the I-DG
protocol and propose further improvements. We present our
simulation model and results in Section 5. Finally,
clude in Section 6.

The third theme of this paper, subscription-based access
is researched in the popular publish-subscribe context. In
the publish-subscribe paradigm, information providers pub-
lish data items (events), and clients subscribe to categories
of events. There are two major systems: (a) subject-based,
and (b) content-based. In subject-based subscription an
event is classified and labeled by the publisher as belong-
ing to one of a fixed set of groups (or channels) [2, 17].
WE CON- Here, each item is referred to by only one attribute (an id

or a name). The subscribers are grouped based on sub-

scribed items. Each group that has subscribers for a partic-
2. Related Work and Contribution ular item receive the published events. The content-based
systems, however, support an event schema that defines the

The first theme of this paper is multicasting on the Inter- type of information contained in each event [19, 16]. With
net, namely, the IP multicasting. The second theme is datathis schema, subscribers can filter out unwanted informa-
broadcasting. Finally, the third theme is secure access fromtion by applying predicates against the schema. Therefore,
broadcasts with a particular emphasis on client subscription.only the relevant information will be sent to each group of

The Internet Security Association and Key Management Subscribers. However, practical applications must limit the
Protocol (ISAKMP) [15] defines the procedures for authen- number of groups since potentially each client has a unique
ticating a communicating peer, creation and managementsubscription predicate set.
of Security Associations, key generation techniques, and  Contributions of this paper are three-fold:
threat mitigation (e.g. denial of service and replay attacks).

ISAKMP is a flexible method but its implementation is 1. Dynamic subscription to multicast data: Current mul-
deemed complex. There is ongoing research on multicastticast applications do not accommodate dynamic subscrip-
security following the publication of [11]. In that paper, tion as described above, i.e., clients tune in to multicast in
the three building blocks of secure IP multicast are identi- an all-or nothing access mode. In general, once a client
fied as follows. (1)Secure multicast data handling covers subscribes to the service, it is considered subscribed for the
problems concerning the security-related treatments of mul-duration of the multicast. Clients can leave and join the
ticast data by the sender and the receiver. Multicast groupmulticast freely, but they are billed for the entire multicast
data needs to be encrypted using a group key, and the sendéif there is a charge). Therefore, it is usually not possible
must be authenticated. (@roup key management involves to charge a client in an access-based manner. We propose
generating, assigning and distributing keys to the membersto provide dynamic subscription that allows access-based
of a multicast group. [12] defines Group Security Asso- charging using an encryption mechanism.

ciations (GSA) for the support of group key management

in IP multicast security. The final building block of secure |~ protocol developed in this paper encrypts the data us-

LPemrl#t'C?EL'gés.)'\ﬂgﬁ s_e:jc:rr_lr:y ?ﬁg ?;;St tr-:-:tes;'s'c;“-ma ing group keys. Although group keys introduce an informa-
1es mus s19 sidering POlCIES Mayy ., burden, the grouping criterion in I-DG minimizes the

entlovels I a gven mticast seourity archtecture and that "e1ead n the multicast, Therefore, -DG conserves ne-
they may be interpreted differently according to the context wgrk resources, qddressmg an |mportant limitation in the
. . o . widespread adoption of IP multicasting.
in which they are specified and implemented.
There is additional research on multicast groups and se-3. Content organization in |P multicasting: The proto-
cure multicasting (e.g., [3], however these mainly consider cols described in this paper organize the data items in the
multicast routing issues. broadcast by introducing an index structure that has tuning
The other theme of work related to this paper is data information to the data items. The tuning information help
management in broadcast context which is of significant re- clients find the right data items without having to listen to
cent interest. Most of the work performed in this area has the multicast continuously. The index can further help the
dealt with the following questions: (a) how does a server delivery of the multicast by limiting the distribution of a

2. Efficient secure subscription in | P multicasting: The
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Figure 1. A high-level view of a broadcast

certain data item to its subscribers only.

3. The Subscription-based data broadcasting
problem

We are considering an information commerce environ-
ment in the Internet, where clients are interested in most
recent values of certain items, and subscribe to these items
for a period of time. This subscription entitles the client to
access a data object for a specific period of time. Once the
contracted period for a subscription is over, the subscrip-
tion is considered to hawxpired and the client cannot ac-
cess the data item any longer without resubscribing. There-
fore, an encryption mechanism should be used, and only the
rightful subscribers should be given the means to decrypt
the communication.

3.1. Current Solutions

In this environment, there are two separate servers, the
Subscription Server and the Broadcast Server. When a
client wishes to access the service, it first contacts the Sub-
scription Server (using regular http or shttp) that handles
the subscription requests. The Subscription Server commu-
nicates all the requests to the Broadcast Server (over the In-
ternet or a private network), and the Broadcast Server sends
off a “broadcast” that includes the results of the queries.
A broadcast consists of a sequence of data items preceded
(or interleaved) by an index that acts as a table of contents
for the items included in the broadcast. A simple broadcast
structure is shown in Figure 1.

After exchanging information with the Subscription
Server, the client listens to the broadcast and keeps down-
loads its item of interest until its subscription expires.

The two servers need to communicate with each other
mainly for exchanging information specific to data items.
The client needs to contact the Subscription Server, but has
no interaction with the Broadcast Server except for listening
to the broadcast.

The commonly used techniques that implement encryp-
tion for handling the subscription in this environment ([14,
5, 4]), such as the Unicast, the Group Multicast, and the
Session Multicast protocols have various limitations.

aforementioned Broadcast server acts as an Informa-
tion server (IS) only. The IS sends a copy of the data
item for each subscriber individually. This approach
is clearly inefficient since the same information is re-
peated for each client. For example, if the server pro-
vides a live video feed of a news event to a set of sub-
scribers, it must send the video feed sequentially for
each subscriber. A typical data rate of 4 megabits per
second requires a bandwidth of 4 terabits per second if
there are 1 million subscribers. Therefore, applications
that require servicing a very large number of hosts may
suffer from scalability problems.

e Group Multicast: IP multicast proposes to aggregate

the hosts that are interested in the same data into a
group, then assigns a unique multicast IP address for
that group. The server sends the information only once
to that IP address. A host listens to the multicast ad-
dress for the group that it belongs to, and filters out
unwanted multicasts at the data link layer. In IP Multi-
casting, the Group multicast method forms a group of
clients for a set of data items and assigns an encryption
key for the group [16]. It then sends one copy of the
data item to all the members of the group. The net-
work is in charge of multiplicating the message such
that all group members can receive it. When the group
changes, the key must also be changed and the new key
must be given to the remaining subscribers.

Session Multicast: The Session multicast approach is
modeled after the Session Key approach in the context
of data broadcasting [7]. This approach considers each
broadcast as a session and changes the data item keys
at each broadcast period. Therefore, at each broadcast,
the new key must be given to all of the subscribers of
each data item.

Although key generation is rather fast and cheap, it is
costly to distribute new keys to the clients.

Each group

member must be individually contacted and be given the
new key. The key information may also be included in the
broadcast as overhead, but this will increase the size of the
broadcast. Furthermore, the size of this overhead is depen-
dent of the number of subscribers or groups. Therefore,
both the Group multicast and the Session multicast tech-
niques suffer considerable scalability problems as demon-
strated in [7].
The Drop Groups (DG) protocol, presented in [7], ad-

dresses this scalability problem and proposes a new group-

ing criterion to minimize the overhead associated with dis-

e Unicast: Inthe Unicast model in IP is analogousto the tributing the new keys. In the following, we outline the DG
Point-to-point (PTP) model; the information source protocol and present an extension to it for deploymentin the
contacts a host every time it sends data. In Unicast, thelnternet.



3.2. The Drop Groups (DG) Protocol 4.1-DG: | P Multicast-enabled Drop Groups

) ) ) In this section, we develop the I-DG protocol by aug-
In this section, we describe the Drop Groups (DG) pro- menting the DG protocol for use in the IP Multicast envi-
tocol. For a more expanded treatment see [7]. ronment. The organization of this section is as follows: (a)
The DG protocol assigns each client to predetermined In Section 4.1, we propose an appropriate broadcast organi-
DG groups, and assigns each DG group a group key thatzation for I-DG, and (b) in Section 4.2, we discuss the base
remains valid until the group changes. Note that the use IP multicasting protocol upon which I-DG will be overlaid.
of the term “group” is different from the groups under IP I-DG, as well as DG, is designed for use in a shared net-
Multicasting. In order to avoid confusion, we use the term work. In the I-DG framework, upon subscribing to its items
“DG group” to denote logical groupings of clients under of interest, a client listens to the same broadcast as other
DG, and the term “multicast group” to denote a group that clients?.
listens to the same IP address. This is similar to the Group  As in DG, clients are responsible for tuning in to the in-
Key approach in that keys are assigned based on groupinggormation they requested and do not interact with the broad-
of the clients. The difference, however, is in the way the cast server. Recall that the subscription server keeps track
groups are formed. In the Group Key protocol, subscribers of subscription expirations and notifies the broadcast server
of an item usually form a multicast group, and are given a when there are no groups for a particular epoch for a partic-
group key valid until there ardrops (i.e., subscription ex-  ular item. If that is the case, the broadcast server does not
piration) from the group. When a drop occurs, a new group include the key information for that epoch of that item.
key must be generated and distributed to remaining sub-
scribers so that the dropped subscribers don't have accesd.1. Broadcast organizationin I-DG
to new values of the data item. To avoid having to gen-
erate a new group key, DG further divides the subscribers  The proadcast organization in I-DG is similar to DG ex-
of each data item into sub-groups using an additional crite- cept for refinements introduced by the multicasting applica-
rion. That criterion is théime to drop, which is simply the  tjon. Since the Internet is designed for transmitting pack-
amount of time until a client's subscription for a data item  ets of data, the broadcast prepared at the Broadcast Server
expires. Therefore, two subscribers, A and B of data item myst be packetized. Basically, each broadcast should be cut
j are in the same DG group if and only if their subscription yp into smaller pieces and put into packets. Each packet
forj expires at the same time. In order to achieve this sort of shoyld start with a multicast packet header that identifies
grouping, subscription expirations are bunched together atmylticast information including the sender and the recepi-
discrete epochs. Since all subscribers in the same DG grouRnt multicast group. When clients receive the packets, they
will be dropped at the same time, it will never be necessary | strip off the packet header, order the packets, and re-
to issue a new group key and distribute it to the clients. It construct the broadcast. Figure 2 shows the organization of
will be sufficient to generate a new key for the data item, the proadcast under IP multicast.
and distribute it to the remaining DG groups. There are two options for packetizing the broadcast: us-
DG divides the time continuum into subscription epochs ing (1) fixed-size packets, or (2) variable-size packets. For
such that subscription expirations are only scheduled tothe network, handling fixed-size packets is slightly easier
happen at the end of an epoch. For example, if the epochthan variable size packets. However, fixing the size of the
length is 1 hour, a client must subscribe for a discrete num- packets complicates the multicasting application.
ber of epochs. There is a maximum on the number of epochs
that a client can subscribe, and is calledtbezon, andis  4.2. Selecting an | P multicast protocol for DG
denoted byH. Letd be the number of data items. At the
end of each subscription epochgroups will be dropped, The I-DG approach is more suitable to use with IP mul-
andd groups will be added, one group per each data item. ticast protocols that employ dynamic registration such as
Essentially, this bounds the number of groups and the num-|gmpP [6]. Under such a protocol, the client has to join
ber of keys to distribute to the clients. the specific multicast group to which the I-DG broadcast is
The DG protocol was developed as a generic method in- sent. The authentication and subscription of the client can
tended for use in a shared network, such as a LAN, a mobilebe performed before or after joining the multicast group, but
network, or the Internet. However, it needs to be fine-tuned note that without subscription, the client will not be able to
to accommodate the requirements of each individual envi- decrypt the broadcast. Effectively, everybody who joins the
ror_‘mem' .In the following, we will augment DG to WO”_( Lin the IP literature, the term “broadcast” refers to flooding the network.
efflc!ently in the Internet under the framework of IP multi- e continue using the term “broadcast” to refer to the “structure” of the
casting. information that is being multicast.
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Figure 2. Detailed view of broadcast structure in I-DG

multicast group will receive the broadcast, but only the sub- 5. Simulation

scribers will get the decryption keys. Upon the expiration of

the subscription, a client may remain in the multicast group  To study the efficacy of our protocol, we ran detailed
and receive the broadcast. But, as the keys will be changedsimulations of I-DG. In this section, we explain the sim-
the client will no longer be able to decrypt the items. In or- ylation model and the performance parameters. We then
der to leave the multicast group, the client may have to sendpresent and discuss the results of the simulation.

an explicit “leave” message depending on the multicast pro-

tocol used. This message is processed at the router closet 1. The Simulation M odel

to the client and will not be forwarded to the subscription

Server. Our simulation was run on 8s- a C++ -based network

) ) simulator that uses Tcl scripts as a front-end.
Depending on the network where I-DG is employed, e designed the computer model to simulate 1-DG in

both sparse and dense mode algorithms can be used. If thg, ired environment using several multicast protocols and
application multicasts data to a LAN, and almost all hosts e noint-to-point (PTP) protocol. The ultimate objective of
are in the multicast group, a dense mode algorithm that is the simulation runs was to determine which protocol gave
designed to reach a high number of clients attached to the s the best performance with the PTP being the benchmark.
same node is preferable. Otherwise, a sparse mode algopyy the PTP simulation, we used a static routing configu-
rithm that would yield a high data rate and low latency such ration and Diikstra’s algorithm for route computations. In
as PIM-SM [10] should be used. In general, the data broad-the multicasting scenario, we ran simulations using mul-
casting application on the Internet may be treated as a Sparsgcasting mechanisms that ns2 provided which closely re-
network. sembled the PIM-SM and PIM-DM protocols. In particular,
we used PIM-SM, PIM-DM and DVMRP (Distance-vector

A fundamental issue is the reliability of the service. I- multicast routing protocol).

DG is designed not to receive any feedback (negative or o simylation model consists of four major parts: a)
positive acknowledgements) from the clients. After the sub- ; yatabase component, b) a client component, c) a server

scription process, a client listens to the broadcast server, a”‘tomponent and d) a network component. In the following
does not contact the server for missed information. Should , explain 'Ehese four components. '

it miss an item of interest in one broadcast, the client simply
waits for the next broadcast to download that item. There-
fore, a multicast protocol such as RMDP [18] that has rel-
atively low reliability and thus low overhead would be ad- The database consists of the item table and the group table.
equate. It follows that, a best effort delivery mechanism is The item table is organized as a series of records. Each
more suitable for DG. record represents information regarding a data item. Every
record has three entries: id, encryption key of the data item

The choice of the data rate under I-DG should consider gnd a list of keys of each group interested in receiving the
the average user’s equipment. For example, if the targetjtem.

customer is mobile, then the data rate should conform to  Similarly, the group table is organized as a series of
wireless Internet access capability. We propose to divide therecords where each record holds information regarding the
service into two separate multicast groups to accommodategroup. Each record has four entries: id, encryption key of
wireless and wired access. the group, the expiry time of the group and a list of clients

) ) that belong to this group.
We have shown that there is a range of IP multicast proto-

cols that can employ I-DG. However, extensive testing must
be performed to see which protocol performs better under
what condition. We will test I-DG with different multicast  In our model, the client is interested in a specific set of data
protocols in Section 5. items. MaxitemsClient denotes the maximum number of

5.1.1 The Database Component

5.1.2 TheClient Component



items a client can subscribe to with a minimum being 1.

The client requests to obtain its items of interest from the
Subscription Server for a certain time duration, the maxi-
mum duration beindNumEpochs - the number of epochs
for which the simulation runs. Modeling of both the items
requested and the duration is random.

Once the Subscription Server allots the client to a spe-
cific group, the client can begin downloading the items sent
to it by the Broadcast Server. It is important to note that
the client will be interested only in some of the items be-
ing broadcasted. Whether or not a client downloads an item
is dependent on a) whether a client is authorized to do so
(whether the client has the key to obtaining information),
and b) whether a client wants the information.

Finally, when the client’s subscription expires, the client
re-subscribes after waiting a random amount of time de-
noted byMeanWaitPeriod. The waiting period between
subscriptions is a random variable generated from an ex-
ponential distribution.

5.1.3 The Server Component

As mentioned earlier we have modeled both a Subscription

increase the chances of congestion of the intermedi-
ate network. Hence, it is of very great concern to us
that the I-DG per se is a “light” protocol to not add
to this problem. Therefore, we keep track of the total
number of packets generated by the multicast protocol
during the simulation. Note that some of these packets
are Overhead packets generated to create and main-
tain the multicast tree structure. When a node joins the
multicast network, a tree branch is created such that
the packet traffic can reach the new node. When the
node wishes to unsubscribe, the multicast tree can be
pruned. Thus, the multicast protocol sends periodic
messages to see if the nodes are still in the multicast.

5.3. Results of the Simulation

We have compared unicasting, DVMRP, PIM-DM and
PIM-SM. Figure 3 shows the results of our experiments.
The results are obtained using a database of 100 data items
and an average of 10 data items per client. Each data item
is 1KB. The epoch length is 10 minutes. Each client is sub-
scribed for atleast 1 epoch and is re-subscribed automati-
cally after an exponentially random time interval. The sim-

Server and a Broadcast Server. The Subscription Serverylation is run for 30 minutes. Data keys are 128 bits long.

handles the registry of a new client and the maintenance

The bandwidth of each link is 2Mbps and the link delay is

of the database. The Broadcast Server actually broadcastgms. The results are shown in the Figures 3 and 4.
packets to a common multicast group address shared by all

groups. However, in the PTP case it sends each packet of

the broadcast individually to each interested client.

5.1.4 The Network Component

In order to get a more realistic scenario; we ran our proto-
col on a simulated network of 255 nodes whose topology
is based on the MBone structure. Future research will in-
volve simulation of larger and more complex topologies.
We are exploring the possibilities of simulating the I-DG

using topology generators like gt-itm and inet.

5.2. Performance Metrics

The following are the performance metrics we use in our
evaluation:

e Average Broadcast Length (ABL): This parameter,
measured in KiloBytes, defines how long a broadcastis

on an average. The access time of a client - the amount

of time a client will have to wait to receive a broadcast
- is a function of ABL. Since we desire to study the
efficacy of I-DG in providing real-time access to varied
pieces of information, this metric is critical.

Load on the network: Multicast protocols are noto-
rious for the network bandwidth they consume. Run-
ning any reliable application above this would further

350

300

PIM-SM -+~
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DVMRP
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Figure 3. Baseline Simulation Results

Firstly, note that the ABL for all protocols except the
Unicast is the same for all nodes. This is expected since the
broadcast is prepared the same way using the I-DG tech-
nigue. Recall that under unicasting, we modeled the point-
to-point data delivery approach where a data item is sent as
many times as there are subscribers. Each data item is sent
to its subscriber only. Therefore, there is no packet duplica-
tion in the Unicast network.

The baseline results agree with earlier simulations of the
DG protocol under a wireless network. Basically, the size



of the broadcast increases with increasing client load in the that the PIM-SM protocol would work better for even lower
system, but the rate of increase slows down. This is due tonetwork densities. Extending the graph in the negative di-
the fact that as the number of clients is increased, most ofrection would suggest the same.

the data items are already included in the broadcast. Thus,

additional clients when the number of clients is high, do § Conclusions and Future Work

not increase the size of the broadcast as much as when the

number of clients is low. . In this paper, we proposed I-DG, a secure data dissemi-
The load (number of packets) generated by different naiion protocol that can be implemented in the Internet en-

multicast protocols is shown in Figure 4. Here, we com- \ironment, within the framework of an IP multicasting pro-

pare unicasting, DVMRP, PIM-DM and PIM-SM. tocol. The I-DG protocol allows dynamic subscription to

18000 multicast data and utilizes an efficient security mechanism
for managing access to data.

16000 EfMSM b e We have discussed candidate multicasting protocols, and

14000 DVMRP <. simulated the I-DG technique with three such protocols

along with point-to-point data dissemination. Our results
showed that, I-DG requires least bandwidth in between the
10000 broadcast originator and the entry point to the network, but
4000 } T e S due to the underlying multicast protocols, the network ends

s up being swarmed with multicast packets. This is precisely
e why network providers are reluctant to support multicast
4000 traffic.

12000

Num packets (in 1000)

6000 -

The results of our simulations suggest that IP Multicas-

2000 I S — S ting is indeed costly from the point of view of the overall
20 o P 20 5 50 55 60 network. Clearly, multicasting is more advantageous than
Total packets goncsated n the network unicasting for the data dissemination application. However,

due to network congestion, the rate at which the broadcast
is sent must be kept much lower than the maximum avail-

Figure 4 shows how the load on the network varies with able bandwidth. Otherwise, the network will start dropping
the number of nodes participating in the multicast. Each Packets. _ o o
link had a separate packet counter in each direction. The TNiS paper provides motivation for future work in vari-
load is simply the summation of the packet counts over all OUS areas. First, we plan to perform extensive performance
the links in both directions. tests for I-DG under different IP multicasting protocols.

Here surprisingly we see that the Unicast protocol per- These tests are needed to choose the right multicasting pro-
forms better than all the multicast protocols. We theo- t0COl with various data, customer and network parameters.
rized that this was probably because of the multicast over- Particularly, it is interesting to see the performance in sparse
head. Further study revealed that the multicast overhead ac@Nd dense networks. o
counted for 10 percent of the total load. However the mul- A sécond area for future work is in the context of proto-
ticast protocols were generating packets an order of a mag-COl design. We believe that da_ta dlssemlnatlon applications
nitude greater than the Unicast! When we looked into the could benéfit from a new multicasting protocol. Currently,
implementation, we found that the polling for the multicast the entire multicast message is sent to all the nodes. It could
tree maintainence happened everysecs. This combined be desirable to break the multlcast_lnto smallt_ar subsetsj and
with the fact that a prune packet is generated in response to>€Nd these subsets to corresponding subscribers. This ne-
a multicast packet helped convince us that unicasting wasCeSSitates cooperation of the mfolrmatlon server with the
indeed a better alternative in scenarios where the participat-multicasting application. The multicast groups can be de-
ing multicasting nodes do not vary very often and are small fined using I-DG'’s grouping criterion, and group keys can
in number. be assigned accordingly. The packets can then be routed

Note that with fewer nodes, PIM-SM generated more according to client groupings. We plan to investigate this
packets than PIM-DM partly because we ran the simula- @PProach further.
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